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Problem

The Release 2 SMC includes a BBS server (for use by any user) and two FTP servers (to be used by Landsat International Ground
Station (IGS) users and potentially others to push data to ECS). In order to make these hosts accessible to the Internet, they are
installed on a separate FDDI ring on the ECS router at GSFC. The hosts are at risk to intruders as there is no protective umbrella
under which to hide. At present, these hosts are part of the GSFC DAAC NIS (Network Information System) domain which presents
an unacceptable security risk to the program. If an intruder is able to break through and get the root password to one of these three
servers, the intruder will have access to all of the hosts at the GSFC DAAC.

Proposed Solution

The TSIWG highly recommends setting up each of these three servers to use a standalone /etc/password and /fetc/group files and to
disconnect NIS and NFS including automounts.
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